Eclypt® Hardware Encryption

Hard Drive Encryption for Securing Enhanced through FIPS Data-At-Rest

ECLYPT IS THE HARD DRIVE ENCRYPTION LEADER IN THE UK
WITH CESG ASSISTED PRODUCTS SCHEME (CAPS) ACCREDITATION

Do you have data-at-rest that needs to be protected? Do you need

to meet HMG cryptographic standards? »»» Eclypt data-at-rest hardware has

been accredited by CESG and is trusted by governments, defence departments,

and law enforcement agencies worldwide to protect data of any classification level c A P S
from top secret through unclassified. In the event of computer theft, loss, or attack, CESG Assisted Products Service

Eclypt ensures your hard drive's data is encrypted and secure.

CESG, the UK national technical authority for information assurance, enables products to be cryptographically verified
to HMG cryptographic standards and formally approved for use by HMG and other appropriate organisations. CAPS
approval entails rigorous reviews of all security and cryptographic elements of a product including detailed code reviews.

With Eclypt hard drives, you can reduce Top Secret data to Confidential, Secret to Restricted, and Confidential

to Not Protectively Marked when your computer is powered down. Hardware-based Eclypt data encryption is available
in a variety of configurations: Core internal hard drive, Freedom external hard drive, and Nano ultra-portable memory
stick. Simply choose the optimal Eclypt protection level and form factor to meet your data-at-rest security needs.

WHICH ECLYPT PROTECTION IS RIGHT FOR YOUR DATA?
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Eclypt® Hardware Encryption

INSIDE YOUR COMPUTER §
EMBEDDED DATA PROTECTION IN YOUR CAPS
COMPUTER CORE CESG Assisted Products Service

ECLYPT CORE INTERNAL HARD DRIVES
Direct encrypted replacement for a standard computer
internal hard drive.

» Protects UK Enhanced through FIPS marked data

» Available in protection levels 600, 400, 300,
and 200 to match your authentication and data
classification needs

OUTSIDE YOUR COMPUTER

THE FREEDOM TO WORK ON THE GO AND SWITCH
COMPUTERS WITH PORTABLE DATA PROTECTION

ECLYPT FREEDOM EXTERNAL HARD DRIVES
External USB encypted hard drive that can store,
archive or back-up data and enable easy transport
between different computers.

» Protects UK Enhanced through FIPS marked data

» Available in protection levels 600, 400, 300, and 200
to match your authentication and data classification needs

ECLYPT NANO USB MEMORY STICK
Encrypted USB memory stick delivers AES-256
full-disk encryption and military-grade rugged,
waterproof performance in a portable thumb drive.

» Protects UK Enhanced through FIPS marked data

» Available in protection levels 600, 400, 300, and 200 to
match your authentication and data classification needs
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CESG Assisted Products Service
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